gcchGuard

DATASHEET

Y 4
WATCHGUARD DIMENSION &

Bringing Big Data Visibility to Network Security

From the board room to the branch office, the pace and complexity of decision-making about network security has been

increasing. How can you ensure that your decisions are timely, effective, and better informed? You need Visibility. This is when

you most need your data visualized and presented from the Cloud so that you can quickly see high-level trends compared with

important thresholds, and drill down to the details to determine the correct course of action. This kind of visibility dashboard is

now an essential tool required for today’s network security solutions.
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With a combination of WatchGuard’s UTM and Dimension solutions, my team can view the entire
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network health in real time, investigate choke points and implement policies to solve the problem.
All of this can be done in less than an hour.
~ Tony Sim, IT Manager, EpiCentre

START WITH THE BIG PICTURE
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TAP INTO VISIBLE INSIGHTS
See network activity presented visually, in real time, in intuitive and
interactive dashboards and reports. The elegant visualizations make

FEATURES & BENEFITS

« No complicated set-up required.
Simply deploy as a virtual appliance
on a public/private Cloud, or on your
server, desktop, or laptop.

« Instantly turns raw network data into
actionable security intelligence to
support quick preventive or correc-
tive response to security issues.

+ Network activity is delivered in the
big data visualization style today’s

it easy to identify potential threats, monitor Internet usage and gain critical insights
about related traffic trends. See, at a glance, who is consuming the most bandwidth, if
there are unusual traffic patterns, and what the most-visited websites are. Easily pivot,

users have come to expect.

- Over 100 comprehensive reports

drill down, and filter to get exactly the info you need, when you need it.

SPOT PATTERNS, MAKE BETTER DECISIONS

You can choose from more than 100 comprehensive reports, with the ability to
pre-schedule reports for email delivery to key stakeholders in your organization.
Options include summary and detail views, and special reports for HIPAA and PCI

and dashboards.

« ldentifies important security issues
and trends so you can make better
policy decisions across the network.

compliance. The Executive Report is a high-level summary tailored
for C-level executives, IT directors, compliance officers, and small
business owners.
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THEN TAKE ACTION WITH DIMENSION COMMAND

Dimension Command is our suite of management tools for
WatchGuard Dimension. With it, IT pros have access to a host

of network control features including one-click configuration
changes, the ability to jump back to previous configurations,
direct access to individual appliances through a web Ul, and VPN
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management tools. Dimension Command is a purchase upgrade,
and is automatically included in our Total Security Suite.
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THE POWER OF VISUALIZATION

FireWatch filters traffic in a way that instantly
highlights the most critical information on active
users and connections.

FireWatch easily answers
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« Who consumes the most bandwidth?
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«+ Are there unusual traffic patterns?

« What is the most popular website visited?

« Which applications are used by
specific workers?
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« Which applications consume the
most bandwidth?
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ZERO INSTALL

No complicated set-up required. Simply deploy
a virtual appliance - includes OS, database,
utilities, and WatchGuard server software.
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Gateway AntiVirus - Host
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Intrusion Prevention Service

Requirement 5: Use and regularly update anti-virus software or programs
5.2 Ensure that all anti-virus mechanisms are current, active, and genel
Gateway Antivirus indicates all viruses that have been detected at the fi
Number of Viruses
The Intrusion Prevention Service (IPS) provides real-time detection against network threats, including spyware, SQL
injections, cross-site seripting, and buffer overflows. Skillful hackers can exploit these vulnerabilities to gain control of
http/tep corrputer systerns in the network. For exarple with buffer overflows, the hacker can send input that overflows the
allocated memory, enabling them to gain aceess to the portion of mermory where code is exectted. Once code is
installed, it can be used for theft of company finandial dets, or botnets could be usedto extract compan'y confidential
information.

Seeing is believing.
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This report details the top intrusion events that were detected st the firewsll over the reporting period. More details sbout
each detected intrusion are available at the WatehGuard Security Portal
(it Haeww. watchguerd comiSecurityPortal(ThrestDB aspx)
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Dimension

Threat Map

Instantly see by location where
threats are coming from. A few
clicks will tell you exactly which IP
to block to protect your network.
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Maximum Flexibility
You have the option to pivot,
drill-down, and filter to get
exactly the information you
need, when you need it.

SPOT PATTERNS, MAKE BETTER
DECISIONS

You can choose from more than 100
comprehensive dashboards and reports,

with the ability to pre-schedule reports for
email delivery to key stakeholders in your
organization. Options include summary and
detail views, and special reports for HIPAA and
PCl compliance. The Executive Report is a
high-level summary tailored for C-level
executives, IT directors, compliance officers,
and small business owners.

DIMENSION COMMAND

Dimension Command is the suite of
management tools for WatchGuard Dimension.
With it, IT pros don't just see what's happening
on the network, they can take immediate
action right from the dashboard. Contact your
authorized WatchGuard reseller to see a demo.

Visit www.watchguard.com/dimension today to see more or to explore our Cloud-based solution WatchGuard Cloud Visibility.
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